
Google Hacking Dorks

Basic Google Hacking Dorks

"Index of/" + "config.php" wordpress demo

"intitle:Index of /" + "passwords.txt"

"intitle:Index of /" + "admin" + "password.txt""allinurl:passwords.txt" + "email"

"intitle:Index of" + ".htpasswd"

"allinurl:/cgibin/ + "?" + "password"

Sensitive Information Search Dorks 

"site:targetwebsite.com ext:xls password" 

"site:targetwebsite.com ext:xlsx password" 

"site:targetwebsite.com ext:doc password" "site:targetwebsite.com ext:docx password" 

"site:targetwebsite.com filetype:pdf username password" 

"site:targetwebsite.com filetype:ppt username password" 

Vulnerable Website Dorks 

"intext:Drupal" + "Powered By Drupal forums" 

"powered by PHPmotion v3" 

"Powered by osCommerce" 

"Powered by TinyMCE" 

"Powered by Vanilla forums" 

"Powered by vBulletin" 

"Powered by WordPress" 

Other Google Hacking Dorks 

"cache:www.targetwebsite.com" 

"inurl:/proc/self/cwd" 

"intitle:\"WAMPSERVER homepage\"" 

"inurl:/muieblackcat" "inurl:admin.php site:targetwebsite.com" 

"intext:phpMyAdmin SQL Dump filetype:sql" 

"inurl:/main.php?x=" 

"inurl:/elfinder/connector.php" 

Advanced Google Hacking Dorks 

"intitle:phpmyadmin inurl:server_privileges OR intitle:"login for server * at” 

"site:targetwebsite.com inurl:/phpmyadmin/* ext:sql  ext:sql.gz  ext:sql.bz2  ext:sql" 

"site:urlscan.io+\"activity\"" 

"intitle: \"Index of\" .ssh/id_rsa" 

"intext:\"Fill out the form below completely to change your password

and user name. If new username is left blank, your old one will be

assumed.\" edu" 

"filetype: .log intext:password" 

"inurl:twiki bin view/TWiki/WebHome" 

"intitle:\"Please login with admin pass\"" 

"inurl:/vpn/tmindex.html" 

Map:example.com

Map:example.com site:mapquest.com

Map:example.com inurl:map
Map

Map:example.com intitle:map

Link:example.com

Link:example.com "link directory"

Link:example.com inurl:directory
Link

Link:example.com site:blogspot.com

Phonebook:example.com

Phonebook:john smith site:example.comPhonebook:+"firstname lastname" OR "lastname firstname"

Phonebook

Phonebook:+"phone number" OR "cell number"

Info:example.com

Info:example.com allinurl:adminInfo:example.com allinurl:config

Info

Info:example.com filetype:conf conf

Cache:example.com

Cache:example.com filetype:doc pdf xlsCache:”example.com” “MySQL dump”

Cache

Cache:example.com intext:some_one_secret_file

Intitle:”index of” “apache at”

Intitle:”Index of /admin”

Intitle:”webcamXP 5″ inurl:8080

Intitle:”Welcome to nginx!” intext:”Welcome to our server!”

Intitle

Inurl:cv OR filetype:pdf “cv”

Inurl:/view/view.shtml

Inurl:/admin

Inurl

Inurl:/phpinfo.php

Inurl:/wpcontent/uploads/

Intext:"sql syntax near" OR intext:"syntax error has occurred" OR

intext:"incorrect syntax near"

Intext:”Powered by phpBB” inurl:/viewtopic.php

Intext:”MyBB SQL Error” site:example.com

Intext

Intext:"WordPress" inurl:"wpconfig.php" filetype:log

Filetype:xls site:example.com

Filetype

Filetype:doc site:example.comFiletype:pem private key site:example.com

Filetype:config site:example.com
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